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National Workshop 

Future Proofing the Water Sector:  

A Red Teaming Experience  
 

 

‘Unexpected events often audit our resilience. Everything that was left unattended 

becomes a complex problem and every weakness comes rushing to the forefront.’  

Weick and Sutcliffe (2007) 

 

 

National and Global Water Sector Challenges 

 

Water stresses and the lack of sustainable water management are already having significant 

negative effects in Canada and around the world. Future generations may find it hard to explain 

why we acted so late to prepare for these global water security challenges. Climate-related disasters 

such as floods, storms, droughts, and heat waves have been on the rise worldwide. Such natural 

disasters have displaced over 26.4 million people per year since 2008. This number will only 

increase as climate change continues to exacerbate displacement due to deluge-related flooding, 

coastal erosion, cyclones, and salinity intrusion.  

 

Regionally and globally, these events pose significant threats to human security and national 

security stemming from: changing infectious disease patterns; water and food insecurity; extreme 

climatic events; declining air quality that are reshaping the global health security landscape 

resulting in transborder vulnerabilities.  

 

Black Swans and the need for Future Proofing 

 

The emergence of “black swans” represents “…our misunderstanding of the likelihood of 

surprises” (Taleb, 2007). A black swan is described by Taleb (2007) as that which is an outlier, 

that which is outside the realm of regular expectations which carries with it an extreme impact 

such as natural disasters, market crashes, catastrophic failure of complex socio-technical systems 

and terrorist events such as 9/11.  

 

These “surprising events” reflect an organization’s inability to recognize evidence of new 

vulnerabilities or the existence of ineffective countermeasures (Woods, 2006: 24). Creating 

strategies for national and global Future Proofing is about anticipating and preparing for black 

swan events and future challenges, managing and mitigating risks, building resilience and reducing 

future vulnerabilities. 
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Red Teaming 

 

The process of red teaming has long been used as a methodology to serve as a devil’s advocate, 

offering alternative interpretations and challenging established thinking in order to identify and 

reduce risks. Red teaming is used as a way to challenge planning assumptions, established mental 

models, feasibility, vulnerability and risk and thereby helping to avoid the common fault of group 

think (Janis, 1972). As such, red teaming can facilitate insights into otherwise “hidden 

mechanisms” that precipitate catastrophic surprises. 

 

‘Not seeing a tsunami or an economic event coming is excusable; building something fragile to 

them is not’. 

–From Antifragile: Taleb, 2012 

 

Workshop 

 

Collaborative mitigation, adaptation and resilience planning is required to “future-proof” the water 

sector against the many significant challenges and risks over the coming decades. This Workshop 

will examine vulnerabilities that must be addressed by collaborative planning on a local, regional, 

national and global scale pertaining to black swan events and overall water sector security.  

 

Recognizing the potential for existing failures of imagination, the Workshop will be interactive 

and highly participative.  It will use red teams and blue teams to better explore the complex risk 

landscape pertaining to water sector security.  Together, teams will co-create solutions for 

resilience and sustainability.   

 

Learning Outcomes for Participants: 

 

 Knowledge and skills to employ red teaming strategies; 

 Ability to effectively explore the complex threat and hazard landscape to identify potential 

black swan events and their effects on the water sector; and 

 Strategies to design resilience into the participant’s area of the water sector. 

 

Those attending the workshop will receive a Certificate of Completion of Red Teaming Strategies. 
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Red Teaming Workshop Facilitator 
 

 
Anthony J Masys PhD, CD 

Defence Scientist, Centre for Security Science, DRDC 

Affiliate Associate Professor 

Former Director of Global Disaster Management, Humanitarian Assistance and  

Homeland Security 

College of Public Health 

University of South Florida 

 

https://www.linkedin.com/in/anthony-j-masys-phd-cd-26b53911/ 

 

Dr Anthony Masys is a senior defence scientist with the Centre for Security Science, Defence 

R&D Canada, an Affiliate Associate Professor and former Director of Global Disaster 

Management, Humanitarian Assistance and Homeland Security at the University of South Florida. 

Dr Masys has conducted red teaming workshops across 5 continents working with various 

stakeholders to better understand black swan events and design resilience strategies.   

 

Dr Masys has a BSc in Physics and MSc in Underwater Acoustics and Oceanography from the 

Royal Military College of Canada and a PhD from the University of Leicester. He is Editor-in-

Chief of Springer Series: 'Advanced Sciences and Technologies for Security Applications'. He has 

published extensively in the domains of physics and the social sciences. His books include:  

 

 ‘Opening the Black Box of Human Error’  

 Networks and Network Analysis for Defence and Security 

 Disaster Management- Enabling Resilience  

https://www.linkedin.com/in/anthony-j-masys-phd-cd-26b53911/
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 From Problem Framing to Problem Solving: Applications of Systems Thinking and Soft 

Operations Research for managing complexity 

 Exploring the security landscape: non-traditional security challenges  

 Disaster Forensics: understanding root cause and complex causality  

 Asia/Pacific Security Challenges: Managing Black Swans and Persistent Threats  

 Security by Design  

 Global Health Security (2019) 

 Science Informed Policing (forthcoming 2020) 

 Handbook of Security Science (forthcoming 2020) 

 

His research interests focus on disaster forensics, safety and security, risk, crisis and disaster 

management, resilience, safety culture, scenario planning, human security, counter-terrorism and 

CVE, complex socio-technical system analysis, modeling and simulation, systems thinking, action 

research. 

 

 

 

 


